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INTRODUCTION TO C PROGRAMMING

1.1 PROBLEM SOLVING IN C

Problem solving is a process that includes problem finding and
problem shaping. In computer programming, problem solving is a systematic
approach to find and implement a solution to a problem. For this the basic
model of computation is used

Computation refers to the process of arriving at output from a given
program, a problem, or a given decision. The process has to be logical and
must follow step- by- step approach to arrive in a meaningful outcome.

Phases of basic model of computation are:

1. Defining the problem

2. Analyzing the problem

3. Designing a program

4. Coding a program

5. Testing a Program

6. Maintaining the program
Steps for program development:

A program can be developed by using 2 main approaches- algorithm and

flowchart

ALGORITHM: is used to develop a program that follows a systematic
approach to get desired output ie., step by step instructions

FLOW CHART: is graphical representation of the logic of the program.
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SOCIAL MEDIA - CYBER CRIMES

M. DURGA

ommerce,CRR College for Women, Eluru.

Lecturer in C

as “criminal activity committed yg;,
\smit or manipulate data.” At its root, cybercrime g ,

acker’s weapon orf target. That covers a wide Varier:
and identity theft that affect individuals, to ransomware N
businesses and organizations. There are also multip]d
in-a-hoodic stereotype 10 organized Crim:
d nation-states.Cyber crime refers to any criminal activity thys ;
mputer or internet. Common examples of cyber crime are emy)
identity theft, online child pornography, phishing and vip

The Merriam-Webster dictionary defines cybercrime
aally access, tral

computer, especially to ille
r. either as the att

illegal activity using a compute
from phishing emails
acks targeting
ne offenders, from the hacker-

of types of crime.
denial of service (DoS) att
categories of cybererir
syndicates, cyberterrorists an
perpetrated by means of a co
spamming, cyber bullying,
dissemination.

igital tool that allows uSers to quickly create and share contey

Social media refers to any d
hone, iPad or any other device that hyg

}Vith the public. It can be accessed through a computer, smartp
internet connection. Popular social networking websites include Facebook, WhatsApp, Twitter

Instagram and Li.nkec.lln.Social media is a great platform for connecting with people, building
relationships, sharing ideas and expanding businesses. Despite these great benefits, it is also a fertile
ground for cyber criminals that are searching for unsuspecting victims.

The prevalence of the usage of social networking websites in today’s digital age has also
attracted internet fraudsters to set up multiple social media accounts and join many social media

platforms so as to increase their chance of getting their victims.

" Surrin anotl.lelr acadgmic study by Mik_e Mc?Guire, senior lecturer in criminology at the University
y, social media-enabled cybercrime is generating at least $3.25 billion in global revente

annually.
1. The prevalence of social networki i
.« s n .
criminals worldwide. g websites usage has increased the number of cyb

2. The ability to communicat
e e anonymously on social medi i 1
criminals to be untraceable after defrauding unsuspectirfgd 1vaicl?i?rll(se > it possible for mos o

3. It is very easy for c imi
. _ yber criminals to create f: ' i i
communicate with anyone around the world =6 WS ok social meia Rnd B5C '

4. Malicious softwares and websi
. ebsites that look legiti
: lm . . 1
with as many people as possible within a verygshortattie;nCan Sl be G GYE ST et
, €.

5. Fake news which poses a \
: threat to nati
social media. national or global security can easily be shared ove! the

6. With the prevalence of
the i
usage of social networking websites, online fraudsters ¢an crea®
, raudsters .

as many social media account i
S as po e
——, possible with different identities and use it for crimit®?

180
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st sensitive info i ) . .
7 MO. o iz, Thi r;natlon that are supposed to be private are now being shared publicly on
socla - 1n1s of course increases the users’ vulnerabilities.

ilability of : . . ) ) o

8. /::V?ﬂ mult? e ?a‘}yl SOClal‘ networking websites makes it easier for cyber criminals to use

their Hpis SOga media accounts to send fraudulent and unsolicited messages to
unsuspecting victims.

9. Prohf.eratlon of social networking websites has also contributed to the increase in cyber
terrorism.
tolen sensitive

10. The criminal community on the dark web where cyber criminals buy and sell s
fertile ground

information is getting bigger because the social media platform has become a
for online scammers.

CYBERCRIME TYPES
The types of cybercrime continue to grow and evolve as new channels of digital
communication develop. Here are broad varieties:

{.PHISHING-Perhaps the “original” email scam, phishing is when fraudsters spam users
online with emails promising prizes or threatening an account suspension, for example, then asking
them to click on a link or go to a site to sort things out. Instead of winning a gift or reactivating that
frozen credit card, users instead get their identities stolen or their computers infected with viruses.
Phishing remains the most popular form of cyberattack, and it has endured despite all efforts to fight
it off. In recent years, phishing has evolved in new directions, such as targeted spear phishing,

smishing (via text message) or vishing (using voicemail).

2. IDENTIFYING THEFT : Just as it sounds, identity theft involves stealing personal

information to use for fraudulent purposes. Cybercriminals can attack individuals through phishing

scams or break into corporate systems and steal databases of sensitive information such as credit card

or Social Security numbers. Entire catalogues of information are up for sale on the Dark Web, where
fraudsters acquire them for their various exploits.

3.RANSOMWARE: Cybercriminals have developed the highly profitable tactic of breaking
into databases, extracting and deleting files, or encrypting them so the organization they belong to
ckers then extort payments usually in cryptocurrency in exchange for

can’t get access. The atta
d data. This practice has grown into a veritable ransomware crime

returning or unlocking compromise
wave in 2021.

4.DENIAL OF SERVICES (DOS): In the traditional DoS version, attackers flood a service

sts. This overwhelms the website’s servers, causing them to crash

or computer network with reque
and taking the site offline. Another version of this type of cybercrime, distributed denial of service
(DDoS), uses multiple attackers in different geographical locations to swamp the network from

different IP addresses and make it harder to fight off the attack.
5 MALWARE ATTACKS: Ransomware is one type of malware attack, but malicious
software comes in many varieties, all designed to infiltrate a computer system and perform an

unserupulous activity on behalf of a cybercriminal. Spyware, just as its name implies, records
activity without the user’s kno oers record each keystroke users make on their

wledge. while keylogg
keyboard. Rootkits can give a hacker control of a user’s device, such as a webcam. Malware sneaks
INto systems in many ways.

6.CYBERSTALKING: This is the digital evolution of the “analog”™ crime. In this case, a
stalker tracks the victim online, gleans ‘nformation from online sources and communicates via digital

channels, harassing and threatening the victim. Some cyberstalkers use spyware and gain access to
webcams and digital speakers in order to stalk their victims. Some cyberstalking escalates to a form
of blackmail where the criminal uses photos Of videos of the victim to extort money . The FBI has

181
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r crime after seeing a spike amop,
g y()um

recently become more concerned about this particula
people. o o
7.WEBJACKING AND BRAND EXPI.,OITATIOI‘V‘: In webjack.mg, (';rll'mmals don’y sy
ake the whole site, or the traffic meant for it. This is usually done ;l
C ):”

something from a website, they t ) )
e g ns and tampering with the Domaj,

gaining administrator access through f raudulent meca
System (DNS) to bring users to a criminal site.

M
‘\Jarﬁ’:

How to identify if the profiles are genuine or fake?

A fake profile on Facebook will not use their gepuine pictures (H_aving said this ther
are people who takes photographs of other genuine people as their profiles are pubi.

and use it to create a fake profile)

e They don’t have many friends. .
Even if you make someone your friend, try to scroll their profile to check their statys

updates and their experiences they share, if there are not any — they are more likely 1
be fake.

Tips how to be safe from Information Theft:

» If you have a name which is common differentiate it with something that people know
would connect to your business.

Ensure that you get the right SEO and report your business page through Facebook
India.

\ 4

It is possible to merge pages on Facebook, so you can merge the fake page with yours
and claim that you are the official owner of the page.

A7

» Ensure that you don’t store credit card details and crucial passwords on Social Medi2
messengers too.

e Whe'n you use email extensions on chrome, beware they are genuine one as they ar
reading through your emails and have access to all the data.

Conclusion:

Howevc;r, social pledia is also an effective tool for combating cyber crime because many
people can easily take picture or record video of cyber criminals while they are committing ¢y
crime. The picture and recorded video can be shared with many anti-graft agencies and [aw
enforcement agents within few minutes. This of cour i : OREE L e

. o : se will hel stigation
prosecution of the cyber criminals. P a lot in the investig
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DIGITAL EDUCATION — GOVERNMENTINITIATIVE

J. DEVA MANI |
[ceturer, SIR C R Reddy College for Women, Eluru,

INTRODUCTION , , i ' rn tCchnology ¢ T
Digital education is the innovative incorporation of nmdu‘!]'tu’}hn ;l b '1”;1 digity) tog). .

' o L ' ol 1 as Technology Enhanc.. oy

assist the progress ol teaching and learning, 10 is also known as gy VAN | ,I(:a%”

P : - igital cducation is the way forward 1o scekip, . "
(TEL), digital learning, or ¢-learning. Digital education 1 Y B Oy,

}’,r’

through the means of technology and digital devices.

A Brief Overview: . . ;

Digital transformation of the country is underway and d'{;'l_’il‘ UV”IUUU_D Uf. the Ceonormy 0
society is possible only through digital education. The concept of digital lcarmn'g IS not new gy e
existed in various forms for many years now, but when the (J()'Vl[)-l.‘) P_ﬂn(J'le(: suspcndgj face.y,
lace teaching its significance increased manifold. Most educational mstltuu‘ons are ax'loptmg digiy
education as a solution while traditional classroom setup takes a back scat for Some time due t g,
currently prevailing pandemic. Digital education is being seen as an alternative to the traditiog,
cducation process of chalk and talk,

The emergence of the internet and cver-evolving technology has made learning interacyjy,
engaging, motivating, and handy. Education is not anymore limited to textbooks and classrooms: j
has become an amalgamation of technology, innovative learning, and digital content. The intems
has become far more affordable and accessible and this shall lead to a greater confluence of digita
and traditional teaching methods. The government is actively involved in taking essential steps o
come forward with policies that will boost the digital education market in India. The efforts are being
made to uplift the standard of digital infrastructure pan India to help facilitate the utilization of

mnovative educational tools. In near future, digital education like al] other sectors will witness
noticeable amendments in the way educational institutions function,

Ministry of Human Resources Development (MHRD) — Initiatives for Digital Education

A comprehensive initiative called PM E Vidya was announced on May 17, 2020, which aims
lo unify all efforts related to digital/online/on-air education to enable equitable multi-mode access 0
cducation. Itis envisaged that it wil] benefit nearly 25 crore school going children across the country

One of the most important initiatives of MHRD is DIKSHA (Digital Infrastructure for Knowled
Sharing).

1. DIKSHA (Digital Infrastructure f

or Knowledge Sharin : A i annOunced
under the Atma Nirbhar Bharat programme, DIKSHA ig theg‘)ox g i bl K

for

school education in India. It wag launched in 2017 [ti i .
) ) f tis a national platf; i schools !
states. DIKSHA is available for grades fro PO s

m 1 to 12D} h mot!
application and web portal. “SHA can be fcpessed C101S

2. VidyaDaan - It was launched in April, 20201t g : : ol leved
y X ‘ ) . a content - i nai v’
that makes use of the DIKSHA platform a it * contribution programyatingi> 5

3.Swayam Prabha — TV Channels -This
cducation. High quality educational Programmes are telecasted

meet the requirements. Different channels are used for higher :
Department of School Education ang Literacy also (g upz:withcp(
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~ Al c
There are a total of 32 ‘*hqnﬁ he
lucation and school Cducan?t'; ky
rivate DTH operators like T2



&

i tional video conten ¢
. 1] to air educational : to enhance g,
irte for school education will increase i ¢ reach of these channels, Number of TV

m5to 12 tg ¢ i into ¢
anels i 7 0 transform into “one class, hannel’,
th‘:t is, one ch‘annetif;)acgnfoé) :él tghrades from | to 12 channels. To ensure asynchronousozza;ea:t :ny
{ime, anywhere, anc by anyone, the same content will be organiser by chapter & topics on DIKSHA.
g textbooks- e-Pathshala mobile app (Android, i

10S, Wi
s e-textbooks. It can be accegsed by students, teachersniodws :
ac¢ content of NCERT are available, [t ig avail
\,qd;O Hindi. For the differently-abled For
r;m on languages. Study.material has bee
(DAISY)’ for hearing and visually impaired,

» one DTH channel is available
n developed in Digj

: of the thrust area is Massive Online Open Courses.
MHRD, government of India has embarked o

o : N a major initiative called Study Webs of Active
Learning for Young Aspiring Minds” to provid

€ an integrated platform and portal for online.
7. E-Yantra: It is an initiative to spread education ;

: n Embedded systems and Robotics by IIT ombay
sponsored by MHRD through the National Mission on Education through ICT.

Digital Education in India — Way Forward

Developing quality e-content in local langu

ages, to address the diversity of Indian languages.
Addition of skill development courses, virtual labs, virtual vocational training. Framing of
Online/Digital Education Guidelines addressing the digita

1 divide. Developing digital classrooms by
integrating education systems and technology. Developin

g framework for assessments in the era of
digital education. Making sure of coherent user experience by multi-mode access to education

through Mobile apps, web portals, TV channels, radio, podcasts. To enable “anytime, anywhere”
access and increase penetration, focus will be on increasing usage of mobile phones. Priority for
providing complete access to anytime, anywhere e-content and e-infrastructure is for all learners in
schools; however, e-content is being developed with slightly varied priorities — Grades 12 to 9
covering 6.3 crore children will be the top most priority. The next in the table of priority will be from

grades 8 to 6 covering students strength of 6.4 crore children. For grades 5 to 1, the priority will be
onnumeracy and foundational literacy.

Advantages of Digital Education in India
L.

L. This initiative has made students not just gain bookish information but also gain practical and
technical knowledge

2.No limitation as to the place of learning or studying. With digital learning, a student can engage
in online classes or learning anywhere, at any time |
3. With study material available online, students can take their time to understand any topic

4Through the mode of digital education, learning can be made more engaging and interactive
tWeen the students and teachers

St s also important that Digital Education acts as a supplement and does not completely
OVerpower physical education.

a“en(les N - s " .
¢S with Digital Education in India "
- Aot of tecﬁnolooy-based adaptations will have to be encourslze:lfélct()))t/l r;tthrc; Government to
c .
“nsure that digital education can be reached out to students acro
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one of the biggest requiremeny
(he Government for easy access to ip, fOrmr dgiu

i

. . at‘

e belonging from socio- ity

epe'opl ging €conom;, )
cation

b

Availability of mtermne _
education. This will have t0 be achieve
d technology to th
eprived of edu

lenge. Onl

ally e

y when the teachers are technically ¢
g,
E;

(%]

Providing the devices an
sections so that they are not d
4. Training teachers is another chal
can conduct the digital classes _
5. Making digital cost-effective should be a key motive of the Government
6. To ensure that Government schools and colleges are provided with proper facilitjeg for ¢;
classrooms. r dl‘éib;
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CYBER CRIME —TECHNOLOG[CAL CURSE

Dr. Ch, SWAPNA

Lecturer in Zoology,Sir CRR. College for women,Eluru,

tOOla a 3
cervice attacks It covers crimes like

trial espionage, Child Pornogra . _ s, Bank robbery, illegal downloading,
tlgilcl)?ism, oration and or distributifn (1?33 Kidnapping children through chat rooms, Scams, Cyber
in this cyber crime, in which computers o
it has become a new fashion to earn mon
accounts .However the opportunity for cyber crimg
with the switch to working online. Now, th
cyber security overall.

Cyber crime is the criminal act which takes place over the internet through computers as tools

or targets or other smart devices meant for making our work easier. The hacker or criminals are
having various motives of the crime. They may be involved to cause a loss to an individual, some
organization or government. Several examples of cyber crime include frauds, identity theft, cybers
talking, creating and sending malware like viruses for destroying the systems or steal the data to
make money. People involved in such activities find them as an easy way of making money. Even
many of the well-educated and knowledge full persons are involved in such activities. Instead of

using their mind in a positive way they employ themselves in cyber crime activities. Day by day this
is becoming a great threat to our society and nation.

Why is cyber security important

No one can imagine that someone will use their personal data to s teal from them. And that is
what cyber crime is in theft. For example financial cyber crimes can s teal money directly. Cyber
crime scandal so include industrial espionage, where cyber criminals steal ideas, patents and even
customers. Good cyber security measures and secures your information .They could also make it
costly for cybercriminals to access you’re in formation .Now a days thankfully it is easy to establish

a good cyber security system, whether you are tech savvy or not.

Common types of hacks and Malware

Phishing Attacks:- o
Phishing involves using thrust worthy emails or we}? pages to scam people by cl_1c1.<1ng the

link or providing their personal information your money or identity 1s §tolen _by cyber criminals by

Successful phishing attacks. The success rate of phishing attacks is incredibly low with current

Seeurity soft ware and knowledge, but some attackers reach their target.

Vising Attack:-

Itis considerable as a type of a social engin:
Phone,

eering attack, where they are performed over the

Howy ising works:- .
Common tactic is the use of authorlf_y Fo
etending to be calling to collect unpaid faxes.

r instance the attacker may prctel.ld.to be from the
The fear of arrest can cause victims to do what

RS pr
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Digital Transactions And Cyber Crimes JLers also commonly involve Payment ..
ackers Via

. 2 Of a[[
the attackers tells them to do. Then typ®
have cost victims.

Bify
G
il
and Phishing ‘ .
| engineeting attacks and same tactics are Use
.rform the attacks. Vishing uses
difference between them is the medium used to perfor ¢

_ : s of communicatiq

onic text based form ) nt

attack Phishers on the other hand, use clewogl;/g]cl known phishing medium, attackerg wil| rmlh@ir |
attacks, while email is the most common an Isq

. Lo : a
.ommunication apps like Telegram signa], What 0t

text messages called smishing, corporate com {o perform their attacks. Sapp ,

or Social media like Face book ,Instagram ctc., 101 ‘

Types of Cyber Crimes:

Crimes against persons are:-

. . ishin
What is the difference hchvccp VISFII -fcia
Both Vishing and Phishing arc s (;nee g
for © |

O perf, Op i

reat that creates fear to use computer techﬂolog
bsites or videos. Y sig

Cyber stalking;:- It means to creatc physical th e

as internet, e-mail, phones, text messages, webcam, he dianitv of h
. e dignity of the

Deformation:-It is an act of imputing any person (o lower down ¢ gnity person by

: ack;
: : - nknown persons mail account, Mg
is mail account and sending mails vulgar language o unxno P

Hacking:- It means unauthorized control or access OVer comp'-;te;I :g;;:;nh;l?(d act o
completely destroys the whole data as well as computer programimes. CKS mobi]
and telecommunication.

f hackjng
€ ety

Carding:-It means false ATM cards i.e. credit and debit cards used by criminals from the Victiy,
back account.

Child pornography:- It involves the use of computer networks to create, distribute, o access
materials that sexually exploit under age children.

Cyber crimes against Government ‘ .
Cyber Terrorism:- Cyber terrorism is a major burning issue in the domestic as well as global. The

common form of terrorist attacks on the internet is by distributed denial of service attacks, hate
websites and hate e-emails, attacks on sensitive computer networks etc.

Distribution of Pirated software:- It means distributing pirated software from one computer (o
another intending to destroy the data and official records of the government.

Crimes against property:

Intellectual property crimes:- Intellectual property crime in committed when some om

manufactures sells or distributes counterfeit or pirated goods, such as patents, trademarks, industrit
designs or literary and artistic works, for commercial gain

Hacking computer systems:-Hacktivism attacks there included famous twitter, blogging platfom
by unauthorized access or control over the computer, there will be loss of data as well as computer
Transmitting virus:- viruses are programs that attack themselves to a computer or a file and the
circulate themselves to other files and to other computers on a network, They usually affect the dat
on a computer, either by altering or deleting it.

Impacts of Cyber Crime

Cyber cr.ime has ruin'ed up the lives of many. The people involved in cyber crime ar¢ called |
hackers. If we discuss on an individual level, the people affected with this are still trying to adjust the |
loss. Some have opted to commit suicide, The ultimate logs of money and any data which ®
confidential make the person helpless and left out in a painful situation ’

i

On an organization level, the loss is made by seal: festro)™

", Yy stealing ¢ any or ¢ {

the system by malware so that it may not g the data of the company g

. . & a
work till the termg and conditions of the crim™®”
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1] Transac A
pigit A
e . companics are at a greater loss as {he ' | |
'ulfl”Ld' The pe at a greater loss as their strategies and important data is stolen and

jeaked out

The gmfe.mmcnt is also the vietim of this offence. Much confidential data is leaked as the
result of cyber crime at ‘h“_ government level, risking the nation’s sovercignty. This is a scrious 1ssuc
qs it may happen that the lives of people of the nation are threatened and f‘}i;!hte;nccl, The loss can he
cmnomical too. Many lakh and crore have been lost from the nation hCCHUHCJ\')r[hCSC cyber crimes.

Need For € yber Law

In today's 1echno-savv.y environment, the world is becoming more and more digitally
Sophisticated and so are the crimes. Internet was initially developed as a research and information
sharing 100? and was in an unregulated manner, As the time passed by it became more transactional
with e-business, e—connn‘crcc, e-governance and e-procurement etc. All legal issues related to
ipternet crime are dealt with through cyber laws. As the number of internet users is on the rise, the
need for cyber laws and their application has also gathered great momentum.In today’s highly
digitalized world, almost everyone is affected by cyber law. J i

For example:
Almost all transactions in shares are in demat form.
Almost all companies extensively depend upon their computer networks and keep their valuable data

in electronic form.

Cyber Laws In India
In India, cyber laws are contained in the Information Technology Act, 2000 (“IT Act”) which

came into force on October 17, 2000. The main purpose of the Act is to provide legal recognition to
electronic commerce and to facilitate filing of electronic records with the Government.

The existing laws of India, even with the most compassionate and liberal interpretation could
not be interpreted in the light of the emergency cyberspace, to include all aspects relating to different
activities in cyberspace. In fact, the practical experience and the wisdom of judgement found that 1t
shall not be without major threats and pitfalls, if the existing laws were to be interpreted in the
scenario of emerging cyberspace, without enacting new cyber laws. Hence, the need for enactment of

relevant cyber laws.

None of the existing laws gave any legal validity or sanction to the activities in
Cyberspace. For example, the Net is used by a large majority of users for email. Yet till today, email
id not “legal” in our country. There is no law in the country, which gives legal validity, and sanction
to email. Courts and judiciary in our country have been reluctant to grant judicial recognition to the

legality of email in the absence of any specific law having been enacted by the Parliament. As such

the need has arisen for Cyber law.

World and Cyber Laws

> The Great firewall of China monitors every momen
~any offensive content.

# China have an hold on every
~ China.

~ Brazil is considered world’s biggest airport 1
# Iran is also a dangerous country for the Netizens.

in Cyber Space.

t in cyber space and protect to publish
content which is harmful of dangerous for the government of

ort for Hackers.
He also have a Crime Police unit for crime

Imp\;ortance of Cyber Laws
# We are living in highly digitalized world.
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) heir o ks and keep their val
> All companies depend upon their computer networ p uable datg i

electronic form.
» Government forms 1

electronic form. . '
Consumers are increasingly using credit cards for shopping. o
SMS messages for communication.

Most people are using email, cell phones and _ ‘ [
Even in “non-cyber crime” cases, important evidence 18 found in computers/ cell phoneg eg

in cases of divorce, murder, kidnapping, organized crime, terrorist Operations, counterfe

ncluding income tax returns, company law forms etc are now filleq in

YV VYV

currency etc. L. .
f transactions and activities on and concerning the Inteme
]

» Since it touches all the aspects 0 ) )
the World Wide Web and Cyberspace therefore Cyber law is extremely important.

Conclusion )
rime in the present scenario, done through internet. |t

Cybercrime is the most prevailing ¢
some of the measures should be taken by us to avoid

causes a severe loss to the victim. Therefore
such crimes. The vigilant behavior and following the safety protocols are only helping aids which

can reduce the occurrence of cybercrime. The IT Act and the Rules promulgated there under regulate
the cyber law regime. When the IT Act is unable to provide for any specific sort of offence or if it
does not include exhaustive provisions with regard to an offence, one may also turn to the provisions
of the Indian Penal Code, 1860. However, the current cyber law system is still insufficient to cope
with the wide range of cybercrimes that exist. With the country advancing towards the ‘Digital India
movement, cybercrime is continuously developing, and new types of cybercrime are being added to
the cyber law regime on a daily basis. So, there is a need to bring some amendments to the laws to

reduce such crimes.
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SOCIAL MEDIA & ONLINE CRIMES

S. ANURADHA
Lecturer ,CR Reddy College, Vatluru

Social media is a term used for
sed for technolo ¢  aation 3 . .
5 . : gy that focuses on communication. i y
others information among fiiends, , Interacting with

employees, families etc. Facebook Youtube, Whatsa
Instagram etc are few examples of social media ’ , P

There are different forms of social 1

_ e : media like blogs, micro-blogs, wikis, social networking
sites, photo-sharing sites, video chattings, co

nference calls etc.

History : ‘Six Degrees’ is the first recognizable social media site created in 1997 by Andrew

Wei'nreich Fallefl ‘Father pf social Networking’. The first blogging sites became popular in 1999.
Social media gained prominence in the early 2000’s.

Types of Social Media:

1. Social networks: Used to share information, thoughts and ideas.
Ex:- Facebook, Linkedin.

2. Media-sharing networks: Used to share content, videos etc.
a. Ex:- YouTube, Instagram.

3. Community- Based networks: Used for in depth-discussion mostly in blog form.
a. Ex:- Reddit.

4. Review board networks : Used for product review or service review.
Ex:- Yelp.

Life seems to be impossible now-a-days without social media. There are several benefits of
using social media.

» Major source of information sharing.
Relationship building

Educating oneself

Entertainment

Timepass

Awareness

Excelling in arts

Hobbies

Product marketing

YV YV OV VYV

Brand promotion
Problem solving

A G §

Crowdsourcing

Recruitments

oy

Audience building
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» Fashion updates | |
berbullying, social anxiety, depressiop ,

usage leads to CY nd

Disadvantages : Increased
exposure to content that is not age¢ appro

priate.
Addition

Cyber crimes

Psychology problems

Eye and Brain damage
Kills time

Fear of missing out

Self image issues

Bullying

Suicidal tendency
Dissemination of fake news

YV VYV VY VYV VYVYY

onic devices for stealing someone's data or for

Cyber crimes : Crimes by using electr . g
harming someone are called cybercrimes. Due to advancement in technology and accessibility to the

internet, there is much scope for everyone to reach it and open the path for cybfarcrimes. High speed
internet has shortened the data transfer time which made cyber crimes much easier.

Types : Cyber crimes can be classified into 4 major types

Financial crimes: Stealing lots of money from public, private and government
sectors. It is of great loss.

Privacy related crimes: Stealing of personal data. It is of great threat to the
Victims, related with emotions and feelings of the
people especially ladies.

Hacking : Involves defacing a website to intentionally or making changes in

the existing websites to decrease its value.
Cyber terrorism : It is not only restricted to terrorist activities but also involves
threatening people or properties.

Effects of Cyber crime : Financial Loss
Drop in the value of business
Loss of sensitive customer data
Increased need for cyber security
Increased premium costs

Laws related to cyber crimes: Cyber crimes are increasing day by day. There is an immense

need to resolve them. It is estimated that nearly rs1.25 lakh . . [ndian
government due to cyber-attacks. crore/annum is lost by the

In order to stop the spread of cyber crimes and to protect the
several laws in every field. e
Cyber Law is a legal system that deals with

cyber space and all matters related to cyberspace or IT.

: ade
public, government has ma

’ 15,
the internet, computer syster
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Jnformation Technology Act (2000) : 1 i« :
jament. Its main objective is to providc)legalt 15 the first cyber law to be approved by the Indian

I recognition f i ;

‘e ion for transact m f

¢ data interchange and other means of electronic ot ot suons carried out by means 0
> n.

arliam®
clectrom

i 1al code, - It impli
Indian Per , 1860: It implies when the IT Act is not sufficient to cover specific cyber
Cl.inlCS.

‘C ACt 2 . B ) .
.Compam s Act, 2013: It is the most pertinent legal obligation to properly manage daily
operatlons‘

Cyber Security Framework (NCFS) : It aims at fostering resilience and protecting critical
infrastructure.
Cyber crime reporting portal : It is an initiative of the Indian Government to file complaints

online. This portal focuses on qyber crimes against women and children. These complaints are dealt
with by law enforcement agencies. Correct information has to be provided while filing complaints.

prevention of Cyber crimes : Backing up of data, systems etc

Enforcing and checking security settings.

Avoid sharing of personal information to strangers
Usage of antivirus software.

Restricting the access of most valuable data.

Cyber Security : Itis a domain that is designed to eliminate cyber crime. It is also referred to as IT
security. It is the backbone of network and information security. Cyber security gives in-depth
knowledge about how to control or recover from cyber attacks.

Conclusion: India was the country with the highest number of cyber crimes in 2020, amounting to
4 5million. Social media is like a double-edged knife. The way we use it depicts its greatness. It has

both advantages and disadvantages. Cybersecurity provides a thorough understanding of how to
control cyber crimes.
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ABSTRACT
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Introduction
Payments are made using payment mstruments. Check

and cash are examples of payment
mstruments, However, digital paviment is not

a single mstrument bat rather an umbrella term
that is applied (0 many instruments used i vanous w avs. Itcan be defined as a way of paying for
services or goods via an electronic medium without the use of cash or check. It is also known as
clectronic payment system or e-payment
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pDIGITAL PAYMENT METHODS
{.Banking cards
Cards are one of th

features and benefits such as payment s€C

information in digital payment apps or

igital payment methods, offering a variety of
urity, convenience, and so on. Customers can keep carq
mobile wallets to make a cashless payment. Amgpg
others, Visa, Rupay, and MasterCard arc some of the mo;t reg.ut‘eil;ie :nrie\:teil-knowr} o
payment systems. Banking cards can be used for online shopping, igital pay PPS, point-of.

sale machines, and internet transactions, among other thmgs.[l]

e most extensively used d

2. Point of sale(POS) _ ] '
An important component of a point of purchase 18 the location where a cllent.makes a
payment for goods or services and where sales taxes may be d'ue. It could be a'physmal store
with PoS terminals and systems processing card payments or 2 virtual sales point like a computer
or mobile electronic device. The merchant may utilize various technologies such as weighing
scales, barcode scanners, and cash registers to calculate the amount due by a consumer (or the
more advanced "POS cash registers", which are sometimes also called "POS systems).

3. Internet banking
There are different services included in internet banking such as account balance check,
view bank account statements, NEFT & RTGS Funds Transfer, IMPS Fund Transfer, issuance of
cheque book and many other services as well. Funds can be transferred through internet banking

by three methods namely NEFT, RTGS and IMPS.

Eter benafiziary neme, account sumbr 1nd 245 o . )
Ecte b Liary name, arcouny umber Ind 2dsess. Pimdde the it usto which youwieh ts anwfas funta 16 2his beneficiny i 3 day
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4. USSD

Another digital payment technique g
qents without downloading an
ments -

Dioi ) i
Igital 7uunm-fmn'. And ¢ Vher Cri)
Fimey

by dialling *994, which can he s

app. These forms ~f ed to make
, : : rms of ' ake mohile
ha) . > data or the . e Payments can be . .
have access to mobile dgta 01 .lhu mtermet. The USSD and the N h(; done even i you don't
ndia (NPCT) support this srvice [2) - National |
ndié '

ayments Corparation of
5. AEPS
AEPS caxl1 gc u‘uhsed for various 1 including ba
Shdr S Cposits, p: s T » NCUdIng balance ine 8 oas
sithdrawals, ccl:as 1 [{ dht s Payment transactions, and Aadhaar 1o /\':dh;f,r fund 1 1 I;llr;r_ . cash
arifiaat: d transfers, amon
others. Base 1(3{1 adhaar verification, 4] transactions are processed thre ';] er i7,,ml(‘fl“i.d,
o . ~33 0 g 4 b ¢
correspondent. There 18 1o need to po 1o 4 branch, produce debjy or credit cards . e
paper in person. Only if your Aadhaar number is re |
account can you use this service. The NPCT has
in the country through AEPS.

anking operation

_ | , OF even sign 3
gistered with the hank where you have an
aken another

Step to promote digital payments

6. UP1

All you'll need is a Virtual Payment Address to get started (VPA). There are no fees
associated with using UPL. Some of the examples of UPI enab

led apps include PhonePe. Paytm,
Bhim App, Google Pay, Google Tez, MobiKwik etc.

7. Mobile banking
Making financial transactions on a mobile devi
etc.). This activity can range from a bank sendin
to paying bills or moving money internationall
time is one of the benefits of mobile banking.
security concerns and a limited range of capab

ce is mobile banking (cell phone, tablet.
g fraud or usage activities to a client's cell phone
y. The ability to bank from anywhere and at any
Compared to banking in person or on a computer,
ilities are its disadvantages.

8. Bharat Interface for Money (BHIM): The National Payment Corporation of India
created BHIM (NPCI). It is a mobile-based program that enables rapid, safe, and dependable

cashless payments. BHMI is based on the Unified Payment Interface (UPI), allowing  direct
bank-to-bank e-payments. It works with other Unified Payment Interface (UPI) apph_cauons and_
bank accounts. The Unified Payment Interface (UPI) is an instant payment system built on top of

the IMPS infrastructure that allows you to send money between any two bank accounts in real-
time.

Digital Payment Prospects , A0 hine learning
Technologies that make these digital payment services possible myolve mac lmﬁ 2 M‘E
ad artificial intelligence. As consumers continue making purchases with their CZ}r.( > 1111} and
Wallets, or applications, machine learning technology is able to study theS? _e“‘p‘dfn,f;rtif)’
Mprove them over time. This improved experience ensures greater fraud protection and securtly.
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netic secure .
ditionally. contactless digital payments rely Qn NFC and nt;flé; et d;r&}nsmlsslo
ST fe‘gh:lg%;y yf\H:C technology enables a conne;ctmn l.)le‘cweit]r‘l3 b Aation Sma\r,tlcﬁs over
g:fall ziistance It e-nables consumers to pay with their mobile wa , phones o

smartwatches

|

Open Banking APIs i |
A}l))plication p?ogramming interfaces (APIS) allow lelj?act}_/orll)an/iifs)IsthrSehirSeedd?a and
information amongst one another through a third party application. or an

company (B2B, B2B2C, BaaS) to embed its products into a nonfinancial company’s platfory,
[3]

Distributed ledger technology(blockchain) _ |
A distributed lecf,ger is a database that exists across several locations. Most companies use

a centralized database that exists in a fixed location; but a distributed ledger removes third
parties from the process.

Block chain technology offers a way to securely and efﬁcier}ﬂy create a tamper-proof log
of sensitive activity. Distributed ledgers like block chain are particularly useful in the finance

industry because they cut down on operational inefficiencies (saving incumbents both time and
money).

CYBER THREATS IN E-BANKING
Identity Theft

Identity theft is a cyber threat in which a hacker steals someone else’s financial or
personal data and uses it for their selfish, illicit activities. A data breach at a bank can lead to an

hackers themselves to authenticate transactions and Wwithdrawals [3]

Ransomware

System.
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Business Email Compromjse il Transaction And Cyber ¢y,

. . ] nes
Like the business world, the b “

anks often send email notificatione — _
B.m_k-‘ T use email to o ations of tFRllbaC(10l1$. share sensifi Mail COmmunijcatjop
email, and use ematl to communicate With other by hes, Hive data with (he customers oyer
: base of a % R anches, ‘ S over
| At th‘e - BEC attack ig phlshmg. a method ygec
engaging With malicious links and attachmen;g used by h
P - . 0
phishing can lead to data theft. including 4 banking C

o oY acker§ o trick the victim into
audulent emjaj|. Executed Just right

ustomer’s Jogjp credentials,
Threats From an Interpg] Employee
Dissidence from within an opeap:

X TVice attack does. Scripts are hich
make unrelenting requests to a bank’s infrastructure. Thj ) .
can handle, and ultimately, it collapses » 1o more volume than the infrastructure
DIGITAL PAYMENT THREATS
Malware

Malicious software, or malware, refers to any software used to access third-party
computers and steal or interfere with sensitive data. [t comes in all forms and shapes. And with
fraudsters becoming more and more tech-savvy, it’s getting more difficult to identify and prevent
malware attacks. Thus, among the most common types of malware are spyware, adware, Trojan
horse,ransomware, fileless ware and ATPS.

Mobile Cyber attacks

With a growing dependence of a modern user on a mobile device, cybercriminals are
working their way into mobile app fraud. It's less secure, and therefore, serves as an easy target
for fraudsters. In fact, at least 38% of iOS and 43% of Android apps are considered “vulnerable”.
Moreover, with mobile devices, the fraudster no longer requires physical access to your
smartphone to be able to steal sensitive data.

APT: : .
Some consider APT (advanced persistent threat) a type of malware. And there’s a certan

; . 57 re.
truth to it. APT is an attack on a specific target, be it an individual, a company, or some softwa

[taims to adapt to the defence techniques and change the technologies on tl/l::P g;). S
The goals behind the attacks vary. But since most frequently s a

y 1 it berespi n( ge.

Crypto jacking N '
With crypto currencies gaining their .
stage. It’s mobile-related and takes place W'd act
for crypto mining without the consent of the said person.

hese days, cryptojacking is coming on

momentum t obile device

hen hackers use someone else’s m



. v rs et wher Crimes ' ttery life, overheat;
Digital Transactions And C) crience Very short battery Ing, etC,

e ~ thece threats €Xp
Most victims of these tl he third party.

S . device t
indicating extreme use of the device by

SMS Message Threats " be casily sp oofed, and now r?olfe t.h.c:n e\t/er with g,

S is SMS messages €a ‘ fore, users fall victim to smig:

advanc;]ISF?SCE:S;O;;CS available 0 ©.° fmucliswri?ﬁizgfsrctf(e)hi;d SMS messages sent frot:}na
‘ : o o : it—l cr :

when they're sharing sensitive information feeling of the urgency of the Mmeasyre

> reate the
payment service provider number. They tend toc d‘a o with the hacker.
so that the victim is less hesitant to share sensitive

DIGI SECURITY TAL PAYMENT MEASURES
il validati thentication |
Il:::;ﬁix‘l’: l;g:vtilg: gll'lo(i/iadl;rs can use these two me.asures to de(:itect .andS 11:’);event €maj|
phishing and spoofing early on. European Payments Council recommen 1; fl::)S;rI;ge : me:ﬁg DKIM
as prevention measures as well as run frequent awareness campaigns. armeq

and that’s exactly your users need.

Limits on the number of installed apps and cyber hygiene
Might seem obvious, but with the overwhelming volumes of software we use today, the

best way to avoid malware is to limit the number of installed appli_cations. Only download
programs from trusted vendors and remember to regularly update it. Outdated apps allow

fraudsters to get access to your device with you knowing it.

Monitor your mobile device closely
Not only this will allow you to notice traces f ransomware otherwise undetectable but

also track any suspicious activity on the device pointing to unauthorized usage of your mobile
device. And also, stay in touch with your mobile network provider. Especially so, if you notice
network connectivity issues or no incoming calls for an unusually long time.

PCI DSS certification

This security standard _is only one of many mandatory requirements for online merchants.
It protects th.e user’s data online. So, if you’re a user, make sure to pay on sites that have this
certification in place. If you’re a merchant, reach out to us so we can help you obtain a certificate

PAYMENT GATEWAY SECURITY MEASURES
PCI DSS Compliance

Payment Card Industry Data Security Standa

. : , rd, also kn is a set of
compliance 1.'ules ar_ld secunity regulations that are implemented b;vtv}f; ?Eapocrlcggi’cﬁznfes. PCl
DSS compliance is a requuemenF for any business that processes Jcredit o debit car
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Secure Socket Layer(SSL)
Secure Sockets Layer, or SSL

: » 1S a secury
ent provider and nity technol
paym dP 5 a customer's weh browser. Any dat ogy that Creates a safe between a
encrypted. All web browsers can have an SSL It Y data that's Communicated via the SSL is

then it should have SSL in place. a website is Processing a transaction directly

Secure Electronic Transaction (SET)
Secure electronic transaction o ;
r SET is a syst -
dat - . : ystem and electronic
payr;nent a elt oflclzredlt cards. J ointly designed by the Mdiorcard schemlz:zo{?lcsojlxthat encrypts the
SE conceals a personal details on the card, which prevents fraud and Mast.ercard,
information audsters from accessing the

Tokenization

Tokenization i i
. Craing s e T i e i ety
: A g secret keys. As the card schemes
prevent .mefchants from storing card numbers unless they are completely compliant with PCI
pSS guidelines, having a payment gateway that uses tokenization is your best bet. Tokenization
increases security because sensitive information is only sent once over the internet. once the
token is created, it's then used for future payment requests. ,

3D Secure 2.0

3D Secure 2.0 (3DS 2.0, 3DS2 or EMV® 3-D Secure) is an authentication protocol
developed by EMVCo to address the issue of customer authentication in online payments. When
the customer has entered their card details, they will receive an extra step to verify their payment
with their bank, usually via a password. It provides both the merchant and the customer an extra
layer of protection against charge backs and fraud - while facilitating a frictionless and seamless

payment experience across different channels.

CONCLUSION

PREVENTION IS BETTER THAN CURE...
e Prevent account data from being mterC(?pted
e Prevent account data from compromise W

mobile device. _
e Prevent account data from 1nterce

when entered into a mobile device.
hile processed or stored within the

ption upon transmission out of the mobile

device. .
e Prevent unauthorized logica de
e Create server-side controls an

vice access.
report unauthorized access.
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Create the ability to remotely disable the payment application.
* Detect theft or loss.

Harden supporting systems. .
Conform to secure coding, engineering, and testing.
Protect against known vulnerabilities.

Protect the mobile device from unauthorized applications.
Protect the mobile device from malware.

Protect the mobile device from unauthorized attachments.

Lastly — think simple steps...
¢ Be Vigilant
e Backup Data
¢ Disable Macros &
e Patch and Purge
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Introduction:- . .
ass socierv describes an econemic state where financial transactions are not condy:s

Cashl
with money in the form of physical bank notes (or) coins, but rather than digital currency, try.

is used. The digial payment system is now became the essential part of bais
ransacion. The digialization is need of couniry because it is important to develop the fina:
SECTor 2s per the modern age requirement and to face the competitions with developing counrs
The PM Narendra Modi started a mission digital India in 2017 for removing hidden money and bl
money from the counwry. The digital pavment system is a part of the mission from this cads
trznszction will made all over the India and progress black money ormoney laundering can
reduced. It is also important that development of techniques influences the traditional sysien =
:sxre also h:z’»_'e to ;aée (;ome problems while newly adaption. In India ICICI Bank started the onl
INg services i C 1S als : st liaats . sortal serid
mbmwa; fzzmomer_ Sﬁglliglanzi}al; ;;ZC; gdelznglgﬁhzguan of transactions digital seﬂw
SBI lzunched green channel 10 promote digital “ 4 15 enxichiod O-t digitalization =
s sl pavment system and save environment.

COIIcTy "t:f'-

- Thzmdmini **em s replacing by the digital system. The traditional payment sysi™
eques. withdrawals. drafts. money orders, letters of credits, travel chequesetc.. why PA™

reasons of adoption. The most commg S
S ﬂrea-‘-OHbﬂ]aI[h q008 &
. . - ¢ traditiona] syst. some leakag®”
em has g

Today India is using most ¢ mm
Cards, but the use of Eieca%m’« ;: tz Oﬂ:elecm)mc Payment systems include Debit Cards. L,:
ommerce Payment Syst . dlm Transfer, Intepey Banking U ified P System (L
commerce Payment System and 99= (gpy .. g. Unified Payment System
therefore it is important to know thep based paymen System etc.. are not in PO

S¥Ystem and its progress



N Digital Transactions And Cyber Crimes
es of Digital Payment Methods:-

The main objective of digital
from circulation in th,

money o
jransactions, and increase tra
'

Objectiv
& economy. b payment methods is to control the movement of illegal
hspare y: etter tracking of transactions and ease of conducting online
parency among monetary transactions among people.
Objecﬁ\’eS:-
1. Improve the ease of conducting card/Digital transactions for an individual.
Reduce the risks and costs of handling cash at the individual level.

Reduce costs of managing cash in the economy

v T

Build a transactions history to enable improved credit access and financial inclusion.

Reduce tax avoidance.
Digital Payment Methods:-

1. Bankﬁng Card: banking sector provides various cards to avoid the time spend over
the banking transaction. It offers consumers more security, convenience, and control than any other
payment methods. There are many types of cards Rupay, master card, visa etc. they provides more
security to the customer while using it. Payment cards give people the power to purchase items in
stores on the Internet, through mail-order catalogues and over the telephone. They save both
customers and merchants time and money, and thus enable them for ease of transaction.

Z: USSD:- The innovative payment service *99# works on Unstructured Supplymentary
Service Data (USSD) channel. This' service allow to users mobile banking without internet. *99#
facility available to make money transfer from one person to another without using internet and
smart phones. ¥*99# service has been launched take the banking services to every common man
across the country. The Common number across all Telecom Service Providers on their mobile
phone and can make transaction using an interactive menu on the mobile screen. Using this customer
can check balance, transfer money, can get mini statements etc.

3. Aadhar Enabled Payment System: AEPS is a bank led model which allows online
interoperable financial transaction at POS (Point of Scale or Micro ATM) through the Business
Correspondent or Bank Mitra of any bank using the Aadhar authentication.

4. UPI: UPI is a Unified Payments Interface System that allow to multiple bank
accounts into mgle mobile application, merging several banking features. It is use to transfer
money, received money, Bill payments and others. Now it is getting popularity among the Indian
people. It is interesting and easy to use and not need to remember frequently use beneficiary’s
account number. The customer can get transactions history quick payment.

3. Mobile Wallets:-There are several mobile wallets are available and each bank have
their own application. The customer can early digital cash through mobile wallet. By use of wallet
customer can link credit card or debit card in mobile device to make transaction. An individual’s
account is required to be linked to the digital wallet to add the money. The Paytm, Freecha.rge,
Mobikwik, Airtel Money, Jio Money, SBI Buddy, itz Cash, Vodafone M-pesa, Axis Bank Lime,

[Cicy Pockets, Speed Pay etc. the mobile wallets use in India.

0S) is where sales are made. It allow to PoS holder
f swap also and to need to go bank for making
|, retailers consider a PoS to be the area where a
r. But it requiresGPS system internet and

10 wal 6. Point of Sales:- A point of sale (P

tran . le.t money from their customer by th-e il

: Saction of purchase and selling. On a micro leve
Ustomer completes a transaction, such as a checkout BORES
ank account of merchant.
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NV, i d Cyber Crimes ) .
Digital Transactions And Cy Jlso known as opline ba nklng, by

o -~ [nternet Banking, ‘

7. Internet Banking :- In allow customers of a bank make tranSaCtion llllg o
Sin {

g |

t systems that

virtual banking is electronic paymen y

e i nd Passwor _ o -
websuesof e l;a:tki:::llgéﬁ:tmnic Fund Transfer (NEFT):- NEFT 1s a nationwige

any bank. Usine o "M

tem which provides funds transfer from any bank any bgc:nzh tf?om yany " ;lrg the SYsteE:
'Syg'el'dual firms and corporate can electronically transfer fun rfk O i tho o anch | N
?ndfv}dual firm or corporate having an account with any other bank br hin & Othumry‘ Not Omy
;Iéci)‘llllnt h,olders but also without having account people cansent money 1S agegy,
depositing money from anywhere. However, suc
this service individual can deposit money on Rs. 50,

only.

9, Real Time Gross Settlement (RTGS) :RTGS is settlement of funds tr,

individually on an order by order basis. ‘Real Time’ means the proces;inﬁ Ofeltrtllsetrr;l:utoni at th
they are received rather than at some later time. Considering that the funds s " Tn ta €5 place
the books of the Reserve Bank of India, the payments arc final and irrevocable. rgns'femng g
amount RTGS is used. Customers can send minimum 2 lakh and maximum have no limit, RTGg can

use in banking hours.

10.  Electronic Clearing System (ECS) :ECS is an alternative method for the Paymey

transactions like utility-bill-payments such as telephone bills, electricity bills, insurance Premiuy,
card payments and loan repayments, etc.

11. Immediate Payment Service (IMPS) : IMPS offers an instant, 24x7x365, interbanj
electronic fund transfer service through mobile phones. IMPS are a tool to transfer money instanty
across India using mobile, internet and ATM it is safe and cost- effective.

12. Mobile Banking: Mobile Banking is a portable system provided by banks t
customer on their mobile phones, smart phones with a special application using software. It provided
by the banks or financial institution for the purpose. Each Bank provides its own mobile banking
App for Android, Windows.

13.  Micro ATM: Micro ATM meant to be a device that is used by the million Busines

Correspondents to deliver basic banking services. The micro ATM enables Business Correspondent
to make instant transactions. It helps to withdrawals, transfers transaction instantly.

Advantages of Digital Payment System:

Time Server: Using digital payment system customer can pay to merchant transfer mon
quickly and no need to make payment by cheque and waiting for clearing. Because Digite

Payment System take less time than traditional payment system take less time than traditiond
payment system.,

Availgbi‘lities: Digital payment system can use b
there is no need to go banks for every transaction.

Egsy Purchasing: The Digital
using ATM Card Credit Card an
cash required to travel with us,

Use of . igi '
easy an\xf;&etﬁ The Digital payment system includes digital wallets whichmake P e
that wallet customer can get discount as well as cash back
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Barriers to Use Digital Payment:

People use of currency note moy
People in Rural area in Indig near|
traditional and habitual to the peopl

ey: In India people are using currency in High level.

y made transaction 80% in cash. Because it is became
e.

Computer Illiteracy: There is only 6%

90% Indian people don’t understand the
digital payment system.

people in India are computer literate and near about
computer and internet that’s why they cannot use the

Use of ATM Card: There are many digital payments systems but Indian people still using

ATM cards for withdrawal and give money to other. They didn’t use M. Wallet and digital
payment for money transfer.

Limited Availability of POS: According to the reports of RBI there are 1.44 million POS

Ferminals installed by banks across locations at the end of July 2016 and it increased by 24%
in 2018. There should be involving every trader.

quile Internet Penetrations Rate: The use of mobile remains weak in rural India. For
setting transaction digitally internet connection is requires but the connectivity are not
available in the rural area.

Risk and Security: The Indian people still don’t believe in online transaction. And they feel
that the traditional system is good and faithful. And also not believe in Security of the
transaction.

Training: There is a communication gap between bank and their customer. It requires giving
training about use of online and payments system but banks do not provides any training

program to increase the digitalization.
Public Sector Banks: There are 80% share of finance sector is occupied by public sector

banks and the public sector banks started the digitalization from 1996. That’s why it is in
progressive trend. Private sector banks are ahead in digitalization to public sector banks.

Prospects:

1.

. There are several banks and near a

The India banking sector is one of the best sector in India and it changes as per the

requirementsof the India country.

There are large scope of digital paym
growth in volume and value of trans
significant.

ent system in India because of it increasing trend. The
actions using payment issued banks entities has been

bout all banks are in adaption of Digital banking and NPCI

also promoted Aadhar enable payment system (0 involve all Indian in digital transaction.

UPI system the best system 1o make
digital payment transactions.

ak
Debit and Credit card are shows as usual to m
demonetization of money in 201 6.

digital transaction and it is expected to give a progress in

e transaction but it is increasing trend from
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hanking services, growth in
ash will decreasc.

e almost threefold between

ital Transact 1Y

Dicital Transachions fri S |

| ’ : c-commerce and use of mobile p,

6 With increasing mobile Py,
applications. the use of ¢

7 RTGS and NEFI volumes Increas

ater adoption of the system.

2013 and 2016 refy,,,

gre ,
The Government of India s focus on digital infrastructure and 1t can cncourage gy,
persons have Jan Dhan Yojana aCcoy,

Ol

\dia there are almost every

0

{ransactions culture n I

and Aadhar Card.
120 million above mobile users 1n India in 2018 and it is 4 g0

al Payment System.

-~

) As per the research there are
environment to motivate the Digit
Conclusion:

Digital payment system is easy to use to the customer as well as bank officers and there ;.
several option are available in the financial system in India, but there are large amount of peopl: -
india don't know how to use the system. The Digital literacy of Indian people is low level. Theref..
Digital payment system is not pure developed and spread all over the India. The social 2
infrastructure barriers are there influences to use of digital payment system. But Now a day’s mobi:
banking are becoming famous in the India because it is easy to use and anytime can use. It is as
required to improve the digital literacy among the people. There are also issues relating to the ri

and security.

Crypto Currency = Digital Currency
Money Laundering = Concealing, hiding (money obtained illegally)
Tracking = Inquiry, monitoring
GPS = Global Payment System
MPIN = Mobile Banking Personal Identification N
umb
OTP = One Time Password .
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SOCIAL MEDIA ONLINE CRIMES BY GRAPH THEORY

Ms. EDUBILLI TEJA DEVI SOWJANYA M.Sc.Mat[;E’ls, A
Lecturer in Mathematics, SIR C.R. Reddy College for Women, Eluru.A.P.

ABSTRACT

Since a past decade, social media networking has become an imporranf part of everyone'’s life affecting
cultural, economic and social lifetime of the people. These social networking Slte._S' are attrac{mg user.s from all
walks of life and keeping these users’ data within the cloud. Today’s big challenge lS'Sald fo an increase in volume,
velocity, variety and veracity of knowledge in social media networking, and this results in creating several
concerns, including privacy and security; on the opposite hand, it also proves as a _tool to stop and investigate
cybercrime, if intelligently and smartly handled. Consistent with internetlivestats.com, in A/{ar_ch 2 019 the web users
reached 4 168 461 500, L.e., 50.08 penetration of world population. Consistent with Statzstl.cs, in ZQI 9 there are
2.22 billion social media networking users worldwide, i.e., 31 you look after global social media networking
penetration and it is expected that in 2021 this number will reach 3.02 billion. A graph is formed up of nodes; just
like that a social media is a kind of a social network, where everyone or organization represents a node. These
nodes during a social media are interdependent on each other via common interests, relations, mutual friends,
knowledge, common dislikes, beliefs etc. the general graphical structure of a social media can be very complex with

have revealed that social network works on various levels and helps in understanding many things like how an
entire organization is run. It helps to unravel and understand many critical problems.
Key words: Cybercrime, Cyber Security, Social Media, Graph theory, Graphical Structure.

INTRODUCTION:

Social media affects cultural, economic and social lifetime of the people, and it'
an essential part of everyone’s life. Social media networking may be a platform th

based big data contents and may be viewed in the form of volume, variety, velocity, veracity,
volatility, quality, discovery and dogmatism. Nowadays, a world without the web is

population accessed the internet, which is predicted t
various age group, different cultures, different religi
that they use different devices to connect to the
popularity of these networking sites, users of all type
meet friends and family, to share thejr daily ro
acquaintances. Roughly six out of each ten of th
internet access (Oberlo, 2019). The amount of inte
over-year increase compared to Q3 figures of 201
Internet users across the globe, which is over e
growth, which stands at 1% (Oberlo, 2019).Thes

0 grow to 53.7% in 2021.These users are of
ons, different social attitude, behaviors, and
social media sites, Keeping in sight the
§ are attracted to these social media sites to
utine with the loved ones and find new
€ entire world’s population currently have
met users in 2019 marks a 327 million year-
8. this means 8.2% growth within the active
ight times faster than the entire population
e social networking sites are attracting users
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|1 walks of life and keeping these users dat
- Akl We
h‘Om ¢

| : a within the ¢loug The w
o " he online world toc_lay 1s changmg'the‘way regarding our privacy and security.  Graph
within nay be @ mathematical concept which is bageq on mathematicg| structures made u [:)f
theol’)’m d edges. called "graphs’, vyhlcl} are wont to mode| pair-wise relations bclw.ccn objccl:s a
nodes;o cial network (OSN); which is used by people to build social networks or 9(;c'ia1
\‘!eb';11s with other people can be represented by a graph with nodes and edges anqd analy;ed in
relﬂ“[‘w Jetermine many g_raph theory properties associated with them, [t js certain that h‘uman
Oﬂlii\'ior plays a vital role in man.y fields such a8 management, marketing, trading, politics etc,
b:(; her with the advancgment of information ang communication technology, predicting human
Le%a\"ior and ﬂlClI: requirements .has been a challenging task.

choice for connecting people, sociologists e

As OSNs become  the tools of

: : - xpect that their structure will increasingly mirror real

vorld society and relationships. This has beep proven mainly by comparing the power law
:gistribuﬁml and small-world property of

real-world  social network  thereupon  of
OSN. Therefore, Giraph theory concepts provide an efficient and efficien; method to analyze and
evaluate OSNs which will provide a strong base of information to determine and predict human
behavior in the network.

ay we  started living

SOCIAL MEDIA USERS:

, such as Face book, Twitter
millions of active users. Using these websites, people communicate inst:

other with convenience. Social media sites are used b

and by the public sector for advertisement and recruitment of new employees. Statista’s data on
social media users as 2015 TO 2022.

Rl L L I ——. SRR TR e BTN

IR Grew mentibiimeend

Robbery via Social network:

Here criminals search social media for a possible target for bu'rglary‘. Social 1:rlec_ha
users usually post their personal activities, for .insta.nce, ‘Fhey're }}avmg du(;ner ortai:tlsg
somewhere for vacations. Criminals search for this type of mformat}on to fmﬂl Ea]?é recort,
Where they find large time-frame to burgle the property [9]. Consistent wi port,

robbery of 10 million USD worth jewelers from different last year is that the prominent example
of this type of crime.

EMAIL PHISHING:

e - i ank.
An example of a phishing email, disguised as a pohtu.nan ?mall fﬁom ; (ﬁic;ﬁn?tl); i
The sender is attempting to trick the recipient into revealing tip by "confirming
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| networking sites receive messages CIT' Iriendg

hisher's website. People using socia es weren't sent b ‘
p _ ) diate financial assistance. Actually, these messag o Oy their
requesting mmmediate 1t ils and passwords. Cybercriminals mg,

; imi ir friends’™ email _ :
friends, but by the criminal who stole their fr ' _ - :
use of varied ymc:thods to get potential target information by social engineering tricks and tactics,

Phishing emails g 1 i Yy login credentials or from the
. 1 1 1 l 5 bOSS aSklng en’lplo ees
1 o 11 11 I]ll..ht appear aS lf frOIn t 1€ t 1 t t t t t | y ;

indivi -criminals akin
individual. Cybercriminals ensure of m . ¢ o,
bank of the ind Y al using this system sends millions of emails

instructed rather than think rationally. Crimin S
hope of receiving useful information. The foremost common form of phishing is to make ,

Facebook or Bank like page.

GRAPH THEORY AND SOCIAL MEDIA:
The concept of graph theory is extensively utilized in social media. Usually here the users

or the people involved are considered because the nodes or vertices. And any relation between
the users thanks to common likes or mutual friendship is considered as edges.

Graph Theory in Facebook: Majority are conversant in Face book these days. you'll click ‘like’
if you find something likeable, ‘tag’ your friends in various ‘posts’, put comments in posts
and most significantly befriend someone whom you know and also someone whom you don’t
know! The concept of graph theory is used in Face book with each person as nodes and every

like, share, comment, tag as edges.

Graph Theory in Twitter: Here the persons are considered as nodes and if one person
follows another then that's considered as the edge between the two

Brief idea on Social Network:
When we need to represent any form of relations in the society in the form of links, it is

often termed as Social Network. The pattern of interdependency between each individual (node)
are often based on different aspects, viz. - friendship, interconnection between

families, common interest, financial exchange, dislike, sexual relationships, or
relationships f beliefs, knowledge or prestige.

CONSTRUCTING OF GRAPH MODELS:

There are several activities inherited to on-line platforms of Face book, Twitter and
LinkedIn. The users may create new bonds with other users, they may post their photos on on-
line platform so that their friends can see them, or they may send messages to their friends etc.
The way in which these activities are carried out may vary with one network to another. S0,
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. sential in order (o model the social network of
'|c1i;;i1ya ntcltworkl describes a graph with several types of
{ on the online platfor i
m. According to each model
and analyzed in order to | :

Jetermining ealel activity in (he
each of the social n‘ledin site, Model of
nodes and edges with respect (0 ¢pely
many sub graphs can be extracted

asers within the network, The const

tions And Cypo )
three sites i yher Crimes

predict behavioral patterns of the
ructed models of coe; \ R ) :
e edn f social networks of Face book, Twitter and
- I ﬁ o l‘
i \ F3 - - -
F CIPN *; ﬂ *
> X ‘e S ‘l" 4 i, Mg \t = 3 .
* B g g {° f) LA - e -—
R % i - : -
CLLACIET T 8T
LTS N
Facebook network mode] In '

ANALYSIS:

Online spcial networks of samples of users of Facebook, Twitter and LinkedIn are
generated by using the software, Gephi. The graphs are generated using Barabsi-Albert network
construction method. It’s a MATLAB

code which produces an adjacency matrix to represent a
network. Barabsi-Albert algorithm has been specifically written to get scale-fr

ee networks. Just
one graph is constructed if there are common sub graphs in the three models of Face book,
Twitter and LinkedIn. Then, graph theory properties of the constructed graphs are analyzed to
work out behavioral patterns of the users within each of the social network.

v

CONCLUSION: d
ing i 1 d graph theory how the users are use

B he examples of social media an . th
freq“enﬂ}}’l i:kf{:(i tbioixancll) twitter and different platforms. Various activities of Face book,
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. . dentified and a suitable graph model for each social medj, o
can be 1 an be constructed. It is possible to evgluate graph theory
:135 I1;:odels of each social media separately in order to analy,,
e

acteristics of the users.

Twitter and LinkedIn
represent respective activi
properties of the construc
behavioral patterns and char
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ABSTRACT

The Information age has brought about a revolution in technological advancement. The industrial
revolution propelled the world into a new era of greater mechanical advantage and shaped our current world, India was
suffering with division and lack of political stability at that time and was not able to capitalize on its resources, then. So,
when the world ushered into a new era of digitization, Digital India was launched to digitize the entire ecosystem and to
make full use of our natural and human resources, Digital India aimed to capitalize on this opportunity b\ positioning
owrsclves in the best way possible. Although these programs have come a long way forward, they have faced major
challenges. The successful launch and growth of E-governance platforms and other technalagia;I advancements are
leaving many Indians behind and this divide is to be checked by increasing the digital literacy of the average Indian. Are

the various programmes under this digital India scheme dealing with most of these problems and are they setting the
stage for a bright and technically advanced future is to be seen.

About Digital India:

Digital India is a campaign launched by the Government of India in order to ensure the
Government's services are made available to citizens electronically by improved online infrastructure
and by increasing Internet connectivity or making the country digitally empowered in the field of
technology.Launched on 1 July 2015, by Indian Prime MinisterNarendra Modj, it is both enabler and
beneficiary of other key Government of India schemes, such as BharatNet, Make in India, Startup
India, Standup India, industrial corridors, Bharatmala and Sagarmala. As of 31 December 2018,
India had a population of 130 crore people (1.3 billion), 123 crore (1.23 billion) Aadhaar digital
biometric identity cards, 121 crore (1.21 billion) mobile phones, 44.6 crore (446 million)
smartphones, 56 crore (560 million) internet users up from 481 million people (35% of the country's
total population) in December 2017, and 51 per cent growth in e-commerce.

Objectives of Digital India o . o

The motto of the Digital India Mission is ‘Power to Empower’. There are three core
components to the Digital India initiative. They are digital infrastructure creation, digital delivery of
services, and digital literacy.

The major objectives of this initiative are listed below:
I To provide high-speed internet in all gram panchayats. )
2. To provide casy access to Common Service Centre (CSC) in ﬂl! 'lhc locality. _ _
3. Digital India is an initiative that combines a large number of ideas and thoughts mto a single,
< (& DoC " e 1
comprehensive vision so that cach of them is seen as part of a larger goal.
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Advantages of Digital India Mission
Digital India Mission is an initiative that encompasses plans to connect. the rural areag of .
country with high-speed internet networks. Public Internet Access Programme 1S ON€ among the .
1 adoption, India ranks amongst the top 2 COUnm';

pillars of digital India. On the platform of digita 12
globally and the digital economy of India is likely to cross $1 trillion by the year 2022.

Some of the advantages of Digital India are:
1. There is an increase in electronic transactions related to e-governance.

2. An optical fiber network of 2, 74,246 km has connected over 1.15 lakh Gram Panchays;

under the Bharat Net programme.
3. A Common Service Center (CSC) is created under the National e-Governance Project of it
Indian government which provides access for information and communication technoloy
(ICT). Through computer and Internet access, the CSCs provide multimedia content relat
to e-governance, education, health, telemedicine, entertainment, and other government a

private services.
Establishment of digital villages along with well-equipped facilities such as solar lighting

LED assembly unit, sanitary napkin production unit, and Wi-Fi choupal.

5. Internet data is used as a major tool for the delivery of the services and the urban iner
penetration has reached 64%.

Nine pillars of Digital India are Broadband Highways, Universal Access to Mobile Connectivi)
Public Internet Access Programme, e-Governance: Reforming Government through Technolog):*
Kranti — Electronic Delivery of Services, Information for All, Electronics Manufacturing, IT for Job
and Early Harvest Programmes. Each of these areas is a complex programme in itself an(i cuts ar®

multiple Ministries and Departments.

Challenges of Digital India
. . . . . I ‘[
The government of India has taken an initiative through the Digital India Mission {0 C(.)t-::s
initiat

th s . .
ta;:e;u; al Sr.e’e}s of th.e country with high-speed internet networks. Apart from the various !
y Digital India, there are several challenges faced by it.

Som
ome of the challenges and drawbacks of | digital Mission are mentioned below: | l"‘!
jevelol

1. he dally intemet
I S eed ' I
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ost of the small and medium gegle ; p

?gdmo]ogy. cale industry has to struggle a lot for adapting to the new modern
Limited capability of entry-leye| sm
Lack of skilled manpower in the fie
¢ To Jook for about one million cyber

Digital Transactions And Cyber Crimes

lal“t p‘h(_)n.cs for smooth internet access.
d of digital technology.

. N SCCU 'l ol TwiQ v vy ' .
digital crime. ity experts to check and monitor the growing menace of
6. Lack of user education.

pROPOSED SOLUTIONS

With .the increase in the digital infiq
that digitizatlc_)n yields in changing the face
for better Digital growth are

structure of the country, we have already seen the power
ofa company, industry or country. Some of the solutions

1. Spreading Digital awareness

2. [E{H;pggeesrspnelﬁll(fat\ygth l;kafdge rather than digitizing everything and hoping people will adapt.
3. Rele § Ol government schemes in rural and urban areas alike will help the scheme
gain momentum, market share and users.

4. L‘ast l?Ut not the least, thg internet speeds need to be checked and actions must be taken for
violating trust and connection speeds.

CONCLUSION

The goal of Digital India is far away as most of the nine pillars of digital India mission are

facing serious 'challenges in implementation. Persistent attention must be given to each and every
pillar so that this programme does not be a failure project.

The following steps may be considered to fulfil the vision of Digital India

1.

Digital literacy should provide knowledge to secure their online data.

2. Massive awareness is to be created particularly in rural areas.
3
4. This mission needs content and service partner ships with telecom companies and other firms

Digital divide needs to be addressed.

to develop infrastructure.

The success of digital India project depends upon maximum connectivity with minimum
cyber security risks. For this there should be a strong anti cyber crime team.

To improve skill in cyber security, cyber security courses should be introduced with
academics.

There is need for effective participation of various departments and demanding commitment
and efforts. Various policies in different areas should support this goal

REFERENCE: " i : -
1. Gupta andArora (2015) studied the impact of digital India project on India’s rural

2.

sector.

The study found that ma
agriculture sector and Digita
— 8 issue October - 2018 Avail
in rural areas.

Digital India programme has also
Singh (2015) began with the bast

ny schemes have been launched in digital India to boost
| India : challenges and suggestions f or implementation volume
able online at www.lbp.world.entrepreneurship development

set the stage for empowerment of rural Indian women
¢ overview of what Digital India entails and led a

discussion of conceptual structure of the program and examined the impact of "D igital
India” initiative on the Technological sector of India. He concluded that this mnitiative has

to be supplemented with amendments in labor laws of India to make it a successful campaign.
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IMPORTANCE OF ETHICS IN BUSINESS ORGANISATIONS
P.NAGA LAKSHMI, K.ANANDA RAO

Abstract: Ethics has become a buzzword in the corporate world . The reason for this is the globalization
and the explosion in the communication in the organization . As a result , businesses are focusing more
on the ethics part . Business ethics is the study of the standards of business behavior which promote
human welfare and the good . Ethics should be implemented ideally throughout all aspects and
operations with in the organization. With successful implementation of ethical management |,
organization can enhance the efficiency in the long run . Business ethics is a board topic and its include
different perspective such as the relationship between company and the employees , company and
customers and environmental issue . In order to achieve maximum profits, businessman must have a
good vision on operating business ethically. And it would be other criteria for customer or business
partner to choose your company instead of others . Ethical improved by creating the appropriate code of
Ethics . Companies are expected by social norms to extend their financial wealth and good fortune by
helping those less fortunate , and excercising good moral judgement . Companies must earn maximum
profits by providing maximum satisfaction to the customers , employees , investors .

Keywords: Buzz Word, Globalization, Explosion, Human Welfare, Social Norms.
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Chapter: »

IMPORTANCE OF ETHICS
IN BUSINESS ORGANISATIONS

P.Naga Lakshmi, K.Ananda Rao

Introduction: Business ethics is more than just a concept used to enhance the image of a
corporation; ethics are the very foundation of success. Business ethics should be applied from
the very moment a firm opens its doors. Since business exists and operate within the society
and is a part of a sub system of society, its functioning must contribute to the welfare of the
society .To survive, develop and 'excel, business must earn social sanction of the society where
in it exists and functions. In order to get social sanction business organisation must follow
business ethics .Business ethics is the study of the standards of business behaviour which

promote human welfare and the good.

Importance of Ethics in Business Organisation: The following points discuss the

importance of business ethics

1. Stop Business Malpractices: Some *unscrupulous business men do business malpractices
by indulging in unfair trade practices like black marketing, artificial high pricing, ’
adulterations, cheating in weights and measures, selling of duplicate and harmful products,
illegal hoarding etc. Their business malpractices are harmful to consumers and safety to the
society. Business ethics help to stop there malpractices and safe guard society. It creates a
healthy business environment for everyone.

2. Improve Customers Confidence: Business ethics are needed to improve the customer’s
confidence about the quality, utility, reliability, quantity, price etc of the products. The
customers have more trust and confidence on the businessmen who follow ethical business
rules.

3. Survival of Business: Business ethics are mandatory or compulsory for the survival of any
business. The business men who do not follow it will only have short term success, but they
will fail in the long run. This is because they can cheat a consumer only once. After realizing
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10.

11.

. Safe Guarding Consumers Rj
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the survival of business.

. ghts: The consumer has many rights such as the right to
right to be informed, right to choose, right to be satisfied etc. A business
ds its consumer’s rights, in fact, safeguards its own existence.

health and safety;
man who safeguar

. Protecting Employees and Shareholders: Ethics >compels each entity participating in

the busine.ss activity to properly executes its role by ®adhering the established code of
conduct. Since everyone is disciplined and function appropriately, business grows well in

the long run .Business ethics protects employees and shareholders, competitors, suppliers,
customers, government etc from frauds.

. Develops Good Relations: Business ethics are important to develop good and friendly

relations between business and society. This will result in a regular supply of good quality
goods and services at low prices to the society, it will also results in goods profit for the
businesses there by resulting in the growth of the economy .If the economy keeps growing,
it ultimately improves the standard of living of the society.

Creates Good Image: Business ethics create a good image for the business and
businessmen the society will always support those businessmen who follow the necessary
code of conduct and avoids engaging in unscrupulous activities. If the business succeeds in
creating and maintaining its goodwill in the society, it “flourishes well even in the most
competitive markets.

Smooth Functioning: If the business follows all the business ethics, then the employees,
shareholders, consumers, dealers and suppliers will all be happy. So they will give full
cooperation to the business. This will result in the smooth functioning of business activities.
So, the business will grow, expand and diversify easily and quickly. It will have more sales
and profits .Business ethics maintain this safe level of satisfaction and protects the business
from being ®dys functional

Consumer Movement: Business ethics are gaining importance because of the growth of
consumer movements all over the world today the consumers are well aware of their rights
and hence cannot be cheated easily .If a business is found guilty of indulging in illegal
activities it invites huge penalties ,°revoking of a license ,lowers consumers trust, and even
hurts profits . Therefore, the only way to survive in business is to be honest fair and loyal to
the consumers.

Consumer Satisfaction: Today the consumer is the king of the market. There'fore,.the
main aim of a business must be to achieve the highest level of consumef satisfaction.
Business must be always ready to adapt itself as per the changing demands of its consumers

the consumers will be satisfied only if the business follows all the busines.s ethics

yees are the main wheels on which business actually s
loyees is essential for the smooth functioning
Ifare facilities, holiday

Importance of Labour: Emplo

.Good relations between an employer and emp ]
of a business. The employees must be given proper salaries, proper we

levels etc they must be treated with dignity and respect.
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art and parcel of our lives and buSiDegS
tial because it inculcates creativity s
ity ,consumer satisfaction etc i, the
y and should not be cut-throat I,

Today, competition is a P

12. Healthy Competition: Hier
his. Competition 15 essen

world is no exception on t o

innovation, competition pricing , corporate respor15111h

realm of the business. This competition must be healt ; ot e <
behaviour ,management ‘marketing skills ,business tactjq

ble "lackings or short COmingy

s

be carefully studied Any suita
ated in the business. A business must hire brilliant and
business must use businesg ethics

must give equal opportunities to small- gy,

use it harms consumers.

competitor is successful ,his
customers handling etc must
identified must be later 23ssimil
energetic minds to win these healthy competitions. The
while dealing with its competitors It

businesses. Monopoly must be avoided beca

Conclusion: Ethics are those supporting pillars on whose foundation the integrity, stabiliry
and prosperity of business stand tall and upright with dignity. When the law fails it is the
business ethics that may stop organisations from harming the society or environment
Business must create an ethical business climate in order to develop an ethical organisatio
‘Business organisations must have profit motive which has social element of providing welfare

of the society.
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GANDHIAN DIET -A HEALTH MANTRA FOR MODERN WORLD

Abstract: Nutrition is a science related to nutrients in food and various stages in the life of an organism.
A nutrient is a substance required for the overall growth and sustainability of an organism.Gandhi
advocated “millet revolution”, Vegetarianism, low salt diet, low sugar diet and fasting. Every thing has its
own biochemical importance. Understanding the importance of animal sources he propounded the
inclusion of milk and sterile eggs. Gandhi’s way of fasting is contemporary and has many health benefits.
Gandhian diet has not only nutritional value but also has social, cultural, ethical and traditional values.

Keywords: Ethical Value, Fasting, Millet Revolution, Nutrition, Nutrients, Vegetarianism.
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